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Offensive Security - Red Team Operations - Active Directory - Web, API & Mobile Penetration Testing

Lagos, Nigeria - +234 701 314 4831 - ayomiderasgé@gmail.com
Portfolio: calm-ay.github.io - GitHub: /Calm-Ay - LinkedIn: /rasag-ayomide-sec - Medium: @CalmAy

PROFESSIONAL SUMMARY

Offensive security practitioner (CRTA, AD-RTS, eJPT, CASA) with hands-on experience across red team operations, Active Directory attack paths,
and web, API, mobile and network penetration testing in lab and enterprise environments. Currently supporting offensive security at Guaranty
Trust Bank (GTCO), with prior information security work at Nestlé and client-facing VAPT delivery at CyArt Tech. Evidence-driven: two
documented full domain compromises (17/17 and 24/24 flags), a 59-issue white-box banking web and API assessment, an Android application
pentest and a live HackerOne coordinated disclosure. Ranked Top 1 in Nigeria on TryHackMe (Silver League), builds tooling in Python and Bash,
and co-leads cybersecurity training for 75+ learners at Nithub, University of Lagos.

CORE SKILLS

Offensive Security Red Team Operations, Adversary Emulation, Web & API Penetration Testing, Android Mobile Penetration Testing, Network
Penetration Testing, Active Directory Exploitation (Kerberoasting, AS-REP Roasting, DCSync, Pass-the-Hash / Pass-the-Ticket, ADCS ESC1, ACL &
Delegation Abuse), Privilege Escalation (Windows & Linux), Post-Exploitation, Lateral Movement & Pivoting, Vulnerability Assessment, Threat
Modeling, Security Reporting

Offensive Tooling Burp Suite, Caido, OWASP ZAP, SQLmap, jwt_tool, Postman, ffuf, Gobuster, Nikto, WPScan, Subfinder, Katana, Nuclei, Nmap,
proxychains, Impacket, BloodHound, NetExec/CrackMapExec, Rubeus, Mimikatz, Certipy, Metasploit

Mobile (Android) MobSF, Frida, Objection, JADX, apktool, Drozer, adb, Android Studio (AVD). APK decompilation and source review, runtime
instrumentation, insecure local storage and hardcoded-secret discovery, certificate-pinning and root-detection bypass, exported-component and
deep-link IPC testing

Defensive & Cloud Microsoft Sentinel, Defender XDR, Security Onion / ELK, Wireshark, Microsoft Entra ID, Azure Security, AWS IAM, Kali &
Parrot OS, Docker

Programming Python, Bash, PowerShell, SQL basics

Frameworks & Standards MITRE ATT&CK (Enterprise), PTES, OWASP Top 10, OWASP API Security Top 10, OWASP Mobile Top 10, OWASP
MASVS/MASTG, OWASP LLM Top 10, NIST SP 800-61, NIST SP 800-63B

PROFESSIONAL EXPERIENCE

Offensive Security Intern | Guaranty Trust Bank (GTCO), Lagos 2025 - Present

e Support authorized offensive security testing across internal and customer-facing banking applications, APIs and network services, mapping
findings to MITRE ATT&CK techniques and business impact.

e Test banking application flows for authentication, authorization (BOLA/IDOR) and business-logic flaws, validating each issue with a proof-of-
concept exploit and remediation guidance for engineering teams.

® Review customer-facing APIs against the OWASP API Security Top 10 and re-test fixed issues to confirm closure.

e Simulate attacker behaviour end to end and work alongside defensive teams to check detection and control coverage against emulated attack
paths in a regulated financial services environment.

Ethical Hacking Intern | UBI Cohort 1.0 2026

o Completed all 10 stages of the UBI Ethical Hacking Track: foundations, applied cryptography, web application security, incident response and
governance & risk, then the advanced specialist track (Signal, Exposure, Architecture, Adversity, The Final Case). Every stage graded against a
70/100 pass mark; top score 96. [report]

e Applied the ISC2 Code of Ethics, NIST SP 800-63B, NIST SP 800-92 and MITRE ATT&CK across practical stage deliverables.

Information Security Intern (SIWES) | Nestlé 2024 - 2025

e Supported enterprise information security operations spanning vulnerability review, security monitoring, control awareness and
documentation across water treatment, bottling and factory operational systems.

e Translated assessment and lab-validated findings into practical remediation notes, tracked through to closure with system owners.

Cybersecurity / VAPT Intern | CyArt Tech LLP 2024 - 2025

e Delivered vulnerability assessment and penetration testing against client web and API targets using a structured, repeatable methodology
aligned to the OWASP Top 10 and OWASP API Top 10.

o Documented findings with impact rating, evidence, reproduction steps and remediation guidance calibrated for both technical and non-
technical readers.

Cybersecurity Co-Lead & Tutor | Nithub, University of Lagos 2024 - 2025

® Co-lead a hybrid two-month cybersecurity programme for 75+ learners covering networking, operating systems, web security and practical lab
workflows.

e Deliver hands-on sessions on offensive security foundations, phishing awareness, password security, and SIEM and log-analysis fundamentals;
mentor beginners from zero to their first successful practical exploit and through 1SC2 CC preparation.

Cybersecurity Trainee | Redynox - Bincom Dev Center 2024 - 2025
o Completed structured cybersecurity training across web application security, network fundamentals and tooling (Wireshark, UFW, OWASP
ZAP, WebGoat, Parrot OS), producing remediation-focused reports for every identified issue. [report
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o CRTA Exam Walkthrough: ENT.CORP: One VPN handshake to Domain Admin: SSRF to host file read via a bind-mounted disk, credential reuse
over SSH, a sudo vi GTFOBins escape to root, an SSH SOCKS pivot into a hidden segment, an elFinder credential leak, then DCSync and Pass-
the-Hash into the DC. Full domain compromise, 17/17 flags.

o AD-RTS Lab Walkthrough: telecore.ad: Two adversary paths through an enterprise AD lab. Path 1: VPN-only to Domain Admin via AS-REP
roasting, MSSQL xp_cmdshell, GodPotato/Selmpersonate, LSASS with pypykatz, ADCS ESC1 via Certipy and ESXi credential theft. Path 2: 1IS
foothold riding LFI to ysoserial ViewState RCE, DPAPI, SQL pivot and Exchange EWS mailbox dump. Full domain compromise, 24/24 flags.

e VulnBank: Web & API Penetration Test: White-box test of a deliberately vulnerable banking platform: 59 catalogued issues across 14 attack
surfaces, 15+ Critical. SQLi auth bypass, forged JWTs, mass assignment, TOCTOU race conditions, SSRF to cloud IAM credential theft and LLM
prompt injection, with three independent paths to full admin compromise. Mapped to OWASP Top 10, API Top 10 and MITRE CWE.

e VulnBank-Mobile: Android Application Penetration Test: Static and dynamic testing of the VulnBank Android app: decompiled and reviewed
the APK with JADX and MobSF, instrumented at runtime with Frida/Objection. Found insecure local data storage, hardcoded secrets and API
endpoints in the client, missing certificate pinning (enabling MITM interception via Burp) and exported components reachable through IPC;
bypassed root and pinning checks and confirmed the mobile API shared the web API's BOLA/IDOR flaws. Mapped to the OWASP Mobile Top
10.

e HackerOne: CORS Misconfiguration, Automattic (WordPress.com): Live coordinated disclosure: public-api.wordpress.com reflects attacker-
controlled Origin headers with credentials enabled across the /wpcom/v2/ API path. Report #3786821, submitted and awaiting triage.

o NITHUB CTF Walkthrough: Guided web CTF walked recon to admin in six stages: robots.txt information disclosure, SQLi login bypass, IDOR
walking employee records up to the CEO, and client-side role-cookie privilege escalation into the admin payroll. Built with Burp, ffuf and
DevTools, with the defensive takeaway behind every step.

o SIEM Log Analysis & Attack Detection: Simulated an SSH brute-force with Hydra, then detected and analysed it in Security Onion / ELK.
Delivered a NIST SP 800-61 incident report with MITRE ATT&CK mapping, plus an Al risk assessment on IBM ART covering six risks including
data poisoning, prompt injection and model inversion.

o AWS IAM Privilege Escalation Simulation: Full attack chain from low-privilege to admin via the AWS CLI on a misconfigured IAM setup, with
CVSS 9.1 findings and least-privilege remediation enforced through SCPs.

o HeaderHound: Python Web Security Scanner: Lightweight Python scanner for HTTP security headers, cookie flags, CORS, redirect chains and
server disclosure, built to accelerate early-stage bug bounty recon.

o All-in-One Offensive Security Roadmap: Curated free-and-legal field manual: 310+ hand-picked resources across 22 sections (web, API, Active
Directory, cloud, binary/RE, malware, mobile, wireless, IoT), bundled with a Master Roadmap and an Offensive Al + Cloud Red Teaming
specialization.

e Hack The Box: Penetration Tester Writeups: Published lab writeups covering full-port scanning, WordPress exploitation (EDB-39883 path
traversal), sudo misconfiguration and SSH key privilege escalation.

e Additional lab portfolio (10+ full-scope assessments): End-to-end assessments with reconnaissance, validation, authorized exploitation, post-
exploitation and remediation-focused reporting: PrestaShop Security Assessment - Vulnerability Scan & Exploit Simulation - DVWA Defense
Validation - Network Attack Detection Report - Incident Response Notes (NIST SP 800-61).

CERTIFICATIONS & TRAINING

Red Team & Offensive Certified Red Team Analyst (CRTA) - Active Directory Red Team Specialist (AD-RTS) - eLearnSecurity Junior Penetration
Tester (eJPT) - APIsec University Certified APl Security Analyst (CASA)

Defensive & Foundations ISC2 Certified in Cybersecurity (CC) - CompTIA Security+ - CompTIA Linux+ - Google Cybersecurity Certificate - Cisco
Junior Cybersecurity Analyst - Microsoft Security Operations Center course

Cloud & Identity Microsoft Azure Security Engineer Associate (AZ-500) training - Microsoft Identity & Access Administrator (SC-300) training
Hands-On Training & Labs TryHackMe Junior Penetration Tester Path (Top 1 in Nigeria, Silver League) - INE Active Directory Pentesting, Web App
Security Testing (WAPT) and Wi-Fi Security - APIsec University APl Penetration Testing - PortSwigger Web Security Academy (active) - Hack The
Box (active)

COMPETITIONS & ACHIEVEMENTS

e Squad Hackathon 3.0, GTCO/GTBank: Top 10 finish, 9th overall out of 1,600+ teams with Team Modifiers across security, TypeScript, React and
Python challenges. Progressed from the hackathon pipeline into offensive security work at GTCO.

® Cyber Al Hackathon: 5th place with Team Bricoleurs, building a vulnerability and threat scanner that ranked findings by confidence level and
severity in a live demo.

e Trust Chain Al: built and pitched an Al-powered product authenticity and anti-counterfeit verification platform using Ollama and a verification
database.

EDUCATION
B.Sc. Computer Science | University of the People First Class
B.Sc. Industrial Chemistry | University of Lagos First Class Standing

LEADERSHIP & COMMUNITY

o Chief Whip, Faculty Leadership, University of Lagos: faculty coordination and student welfare representation. Course Representative, Industrial
Chemistry: bridged communication between students and academic staff.

e Active cybersecurity community contributor, publishing practical lab writeups, offensive security notes and career growth updates on Medium
and GitHub.
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